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Abstract

Availability in ProcessSupportSystems(PSS)canbeachieved by usingstandbymechanismsthat
allow a backupserver to takeover in casea primary server fails. Thesemechanisms,resemblingthe
processpair approachusedin operatingsystems,requirethe primary to sendinformationaboutstate
changesto the backupon a regular basis. In PSSwhereall relevant stateinformation is storedin a
database,therearetwo principalstrategiesfor synchronizinga primary–backuppair. Oneis to usethe
replicationmechanismsprovidedby theDBMS. Anotheris to implementa messagemechanismto ex-
changestateinformationbetweenserversabovethedatabaselevel. For bothapproaches,severalvariants
exist thatallow to traderun-timeperformancefor failover time.Thispaperdiscussesthepossiblestrate-
giesandevaluatestheir performancebasedon an implementationwithin the OPERAprocesssupport
kernel. Moreover, it is shown how themechanismscanbeusedasthebasisfor implementingprocess
migrationin a distributedsetting.

1 Intr oduction

Processsupportsystems(PSS)aremetaprogrammingenvironmentsthatallow thespecification,execution,
andmonitoringof complex sequencesof applicationinvocations(processes) in a distributedenvironment
composedof heterogeneous,autonomousapplications(compositesystem). PSSare increasinglygaining
importanceasintegralbuilding blocksof corporateIT infrastructures,softwaredevelopmentenvironments,
andscientificcomputingsincethey provide the servicesnecessaryto integratedistributed,heterogeneous
programsinto coherentapplications. Today, PSSare usedfor taskssuch as supportingenterprisesin
streamliningandautomatingtheirbusinessprocesses[GHS95,LA94], supportinghealthcareorganizations
in coordinatingimmunizationcampaigns[SKM � 96], helpingscientistsperformandanalyzeexperiments
[MVW96, BSR96,AH97], and allowing softwaredevelopmentteamsorganizejoint work on sharedre-
sources[BK94, TKP94]. With theproliferationof PSStechnology, therequirementsin termsof availability
increasebut, unfortunately, currentcommercialsystemsdo not provide satisfactorysolutionsin this area
[AAAM97 , GHS95, KR96,AM97]. A possiblesolutionto thisproblemis to usestandbytechniquessimilar
to databasebackuptechniques[GR93] or processpair conceptsin operatingsystems[GR93,Bar81]. In
practice,sincethe PSSis built on top of a database,the backupmechanismscaneitherbe basedon the
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replicationcapabilitiesof the underlyingDBMS, or implementedat the applicationlevel usingsemantic
knowledgeof the application. The latter hasbeensuggestedas the bestapproach[KGAM96] dueto its
addedflexibility but, so far, no effort hasbeenmadeto evaluatethesedifferentstrategiesandchecktheir
applicabilityin a realsetting.

This paperpresentsa comprehensive studyof backupmechanismsin the context of processsupport
systems.Severalalgorithmsareproposedandtheir performanceandeffectivenessstudiedin detailwithin
the OPERAkernel [AHST97, AH97, HA98]. In particular, we show that backupcanbe performedat a
high level, without having to rely on thedatabaseidiosyncrasies.Thisapproachhassignificantadvantages.
First, it allowsto usedifferentdatabasesasprimaryandbackup(in thecurrentimplementation,Oracleand
ObjectStoreareboth usedas backupfor eachother),which wassuggestedin [KGAM96] asoneof the
advantagesof semanticbackup,althoughwithout any empiricalevidence. To somedegreethis argument
is losing strength,given that therearenow productson the marketthat allow to replicatedatabetween
heterogeneousDBMS [Kno97, IBM97]. Theseproductsdo not yet provide, however, the synchronous
replicationneededfor 2-safebackupstrategies. In this regard, the solutionproposedherecould be seen
asa way to circumvent the limitationsof thestateof theart in currentproducts.Second,theperformance
overheadof high level or semanticbackuphasbeenminimizedthrougha carefulandin depthoptimization
of the algorithmsused,aswell asthrougha well tunedimplementation.As the resultspresentedin here
show, the overheadintroducedby our solutionsis comparableto that incurredby a commercialdatabase.
Third, andperhapsmore interestingly, we show how thesesamebackupmechanismscanbe usedasthe
basisfor a sophisticatedprocessmigrationmechanismthat is both transparentandefficient. We consider
thatan importantcontribution of the paperis the implementationeffort andthe insightsgainedfrom it in
termsof realsystemexperience.We expecttheseresultsandthediscussionin thepaperto beof significant
useto anybody interestedin developinga solutionfor semanticbackupor processmigrationin distributed
systems.

Thepaperis organizedasfollows.Section2 surveysthepossiblebackupstrategiesthatcouldbeadopted
in thecontext of aPSS.Section3 describesthesolutionproposed.Section4 discusseshow to usethebackup
solutionto implementprocessmigration.Section5 discussestheresultsof ouranalysisandimplementation
aspects.Section6 concludesthepaper.

2 Backup strategies

A numberof techniquesexist thatcouldbeusedin thecontext of a PSS.In this section,thesetechniques
arebriefly discussedandtheir advantagesandshortcomings,from thepoint of view of a PSS,analyzedin
somedetail. We will baseour discussionon a very generalsystemmodelthatsuitsmostexisting systems.
Considera PSSasa setof serversactingasinterpretersfor metaprograms(processmodels). Thereis a
one-to-many relationbetweenserversandprocessinstances,i.e., eachinstanceis assignedto oneserver
(whichmaychangein time) thatstorestheprocessstatepersistentlyin form of a processimagecontaining
all relevant stateinformation. The key to PSSbackupmechanismsis thus the redundantstorageof the
processimageson failure-independentsites.Moredetailedcoverageof generalPSSconceptscanbefound
in theliterature[AHST97, AH97, GHS95, Hsu95].

2.1 Low level backup mechanisms

Backupmechanismsensurecontinuousavailability andcanbefoundin mostdatabasemanagementsystems
aswell asin specializedoperatingsystemslike Tandem’s GuardianSystem[Bar81]. As anexampleof the
basicidea,Guardianis basedon processpairs, with oneprocess(primary) performingthe actualwork,
andthe other(backup) servingasa standbythat takesover shouldthe primarybecomeunavailable. This
mechanismrequiresa dedicatedbackupandthenotificationof thebackupof all significantchangesin the
primary’sstatein orderto guaranteeexactlyoncesemantics.Althoughthetechniquesusedin thispaperare
similar in nature,wediffer from thisapproachin thatwedonotrequireadedicatedbackup.In fact,wehave
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madegreatefforts to minimizetheimpactof thebackupmechanismonthesecondarysitein orderto beable
to useit aswell asprimaryserver for otherprocesses.We envision a systemconfigurationin which a PSS
server offersbackupservicesaspartof its normalfunctionalityandcanperformsuchservicesconcurrently
with thoseof a normalPSSserver. For costandfeasibility reasons,we do not want to resortto dedicated
backupsolutionslike thoseusedin operatingsystemsor hardwarearchitectures.

Databasesusesimilar ideasto implementbackupstrategies. The discussionis often centerednot so
muchon theunit of backup(oftenchangeson a per transactionbasis)but on the level of consistency to be
achieved.This is typicalof theconstanttrade-off in databasesbetweenconsistency andperformance.Thus,
in databases,severalapproachesareused:hot-standby(thebackupcantakeoverimmediately),cold-standby
(thebackupneedsto be initializedandupdatedbeforeit cantakeover), 1-safe(somechangesmaybelost
whenfailuresoccursincethebackupis not necessarilycompletelyup to date),and2-safe(no changesare
lostwhenfailuresoccursincethebackupandtheprimaryaresynchronizedby meansof a 2 PhaseCommit
protocol) [GR93]. The main problemwith databasebackuptools is that they are, necessarily, database
specific. Thesetools arenot conceived asopensystemsanddo not allow to usedifferentDBMSs in the
primaryandbackup.Moreover, thesetools leave almostno roomfor controllingthe backupprocess.We
have put a significanteffort in makingthe backupmechanismof a PSSusercontrolledin orderto leave
to the userthe decisionof whena backupis necessary. Similarly, databasebackuptools would not have
allowedto developtheprocessmigrationmechanismweprovideasanextensionto thebackuparchitecture.

2.2 Databasereplication asthe basisfor backup mechanisms

Backupandreplicationtechniquesarefairly similar. In principle,it is possibleto usereplicationtechniques
to implementa backupstrategy. In practice,thestateof theart in databasereplicationdoesnot reallyallow
it. Most DBMS vendorsimplementprimary-copy, asynchronousreplicationwhereonly onereplicaof a
dataitem is updatablewhile theothersareread-onlyandnot necessarilyup to dateat all times[GHOS96].
Thisapproachcouldbeusedto implement1-safestrategies,but this is verymuchdependingon thewaythe
DBMS implementsreplication. With a DBMS usinga pushmodel,like Sybase[Kno97], this couldbe a
possibility. There,theserverpropagateschangessoonafterthey haveoccured.With aDBMSimplementing
a pull model, like IBM DataReplicator[IBM97], it is not realisticto usereplicationasthe basisfor the
backupmechanismsinceheretheprimaryserver is polledby thebackupsitewhich hasno knowledgeof
whenchangesoccur. In addition,thesereplicationmechanisms,beingdesignedprimarily for warehousing
applications,aregearedtowardsahomogeneousenvironmentwherethecopiesareall managedby thesame
typeof DBMS andwould forceus,in mostcases,to have a dedicatedbackup.Froma practicalstandpoint,
andto our knowledge,only Oracle’s Advanced(Symmetric)Replicationmechanisms[Ora95,Ora97] pro-
videenoughflexibility to usereplicationasthebasisfor abackup.Oracle8Server offersvariousreplication
techniques,of which only oneis reallysuitedto thepurposesof backup:Synchronousmultimasterreplica-
tion, whereall copiesof a dataitem arefully updatableandchangesarepropagatedto all siteswithin the
sametransaction.Multimasterreplicationis basedon mastergroupsthat aresetsof basetables. Oncea
mastergroupis defined(usingPL/SQLor agraphicaluserinterface),it canbereplicatedonmultipleOracle
databasesby generatingspecialPL/SQLpackages(modulescontainingstoredprocedures)onall databases.
For eachreplicatedtable,two packagesaregeneratedthatcontainproceduresfor changepropagationand
for conflict resolution(if asynchronousreplicationis used). The replicationmechanismsaretuple-based.
Every time a row of a replicatedtableis changed,a triggerinvokestheappropriateprocedurein thetable’s
propagationpackage.In contrastto Oracle7,Oracle8usesinternaltriggersthatarenotpartof theDML and
areoptimizedfor performance.

Processbackupis implementedover Oracle’s multimasterreplicationby defininga mastergroupthat
containsall the tablesfor the processimages. The main drawback of this replicationschemeis that in
practice,it is very inflexible. Onceoneof thereplicationsitesbecomesunavailable,theremainingDBMS
allow noupdatesto thereplicatedtablesuntil thefailure is repairedor thereplicationschemechanged.This
requiresremoving the failed databasefrom the setof replicationsitesandaddinga new site that actsas
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new backup. The processof restructuringthe replicationschemeis complex sincethe PL/SQLpackages
have to bechangedandthenew sitehasto besynchronizedby sendingall data.This procedureconsumes
a considerableamountof time. In practice,usingthe replicationmechanismsof a databasefor back-up
canthusonly beusedfor cold stand-byapproachesthat toleratea significantdelayuntil executioncanbe
resumed.Hot stand-byconfigurationswith their demandfor quick take-over do not seemto be feasible
in this environment. Theseproblemsarenot particularto the way Oracleimplementsreplication,but are
typicalof commercialreplicationtechniquesif usedasthebasisfor backupstrategies.

2.3 Semanticbackup

In the sameway that it is possibleto implementreplicationrelying on semanticinformation(e.g.,recon-
ciliation techniques[Ora95,Ora97],althoughin this casesemanticinformationis usedto resolve inconsis-
tencies),a backupmechanismcanalsousesemanticinformationaboutthe applicationin orderto reduce
overhead.Briefly described,theapproachis basedon synchronizingtheprimaryandbackupat theendof
eachtransaction.All changesto the stateof a processarestoredin a changebuffer, which is sentfrom
the primary to thebackup.The transactioncancommitwhenthechangeshave beenappliedsuccessfully
on bothsites(“to apply” hasdifferentmeanings,dependingon thestrategy used).Key to this approachis
the ability to representthe changesperformedat theprimary in a conciseway. This requiresto represent
theprocessstatein a format that is independentof thedatabaserepresentation.This format is usedasthe
semanticinformationthatallows to implementthebackupmechanismat a higherlevel, bypassingtheun-
derlyingdatabase.This ideawassuggestedasa theoreticalpossibilityin [KGAM96] but, to ourknowledge,
this approachhasnever beenimplementedin practice.Fromthedescriptionsprovidedin [KGAM96], it is
notclearwhethertheapproachperformsbetterthanstandardbackuptechniquesor thosebasedondatabase
replicationmechanisms.In addition,only failuresareconsideredandnotscheduledoutagesfor maintenance
andsystemconfigurationchanges.In many environments,the latter canbemuchmorefrequentthanthe
formerandthe backupstrategy is incompleteif it cannot copewith suchsituations.Finally, the ideasin
[KGAM96] arepresentedin thecontext of FlowMark, a workflow managementsystemof IBM, andmay
notapplyto genericprocesssupportsystems.

3 A flexible backup strategy

Thesolutionswe proposefollow theideasoutlinedin [KGAM96] althoughwith many significantchanges.
Amongothers,thesolutionis generalizedto a PSSinsteadof reducingits applicabilityto a workflow man-
agementsystemanda numberof importantchangesandoptimizationsin thealgorithmswerenecessaryto
makethemfeasiblein practice.

3.1 Backup in a ProcessSupport Systems

Thefunctionalityof aPSSrevolves,to agreatextent,aroundthewayprocessesaredefinedandrepresented
in thesystem.After thedesignerhasdefinedthe processusinga graphicallanguage,theprocessis trans-
latedinto aninternalrepresentationmoresuitablefor execution.This internalrepresentationcanbefurther
processedto producea third formatusedto storetheprocesspersistentlyin a database.For our purposes
here,it is theinternalrepresentation,theoneusedfor execution,thatis of interest.Thedetailsof theinternal
representationarenot relevantfor thediscussionof thebackupsubsystemandareomittedhere.Interested
readerscanfind moreinformationin [AHST97, AH97]. The internalrepresentationsummarizesthe state
of a process:which taskshave beenexecuted,datavaluespassedto andreturnedfrom tasks,andadditional
informationlike the personthat executeda taskor the site that waschosento executea program. Every
updatein theprocessstatetakesplacethrougha transaction,whichexecuteswhatis usuallyreferredto asa
navigationstepin theprocess.
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Semanticbackupis performedby exchangingbetweenprimary andsecondaryinformationcastedin
termsof the internalrepresentation(insteadof pages,or databasetransactions).In our implementation,at
the endof eachnavigation stepandaspart of the sametransaction,all changesto the processstateare
savedin a changebuffer at theprimaryandsentto thebackupserver for furthertreatment.Obviously, the
changebuffersplay a crucialrole in theperformanceof thebackupsystemsincethey areexchangedat the
endof eachnavigationstepandstoredat both the primaryandbackup. In thealgorithmsof [KGAM96],
the changebuffers are storedin persistenthashtableson both the primary and the backup. This adds
significant,unnecessaryoverheadin practice.In our implementation,thechangebuffersarekeptdirectly in
thedatabase,therebygreatlysimplifying thebackupmechanism.Our experimentsrevealedthatstoringthe
changebuffersin thedatabasesrequiresonly between40 and80 msperbuffer, dependingon thedatabase
size.In orderto speedup thetimeneededto storeandretrieve thebuffers,aseparatetablespacewith avery
largeextentsize(1 GB) wasused,therebyreducingtheoverheadof frequentlyallocatingnew extents.The
changebufferswerestoredascharacterarrayswith amaximumsizeof 4 KB. Theaveragesizeof thechange
buffersin our experimentswas300Byte (significantlysmallerthantheinformationexchangedby database
replicationstrategies).

In a PSSenvironment,only 2-safetechniquesmakesense[KGAM96]. Informationlost whena sec-
ondarytakesover may leadto having to repeatactivities alreadycompleted,which is not only time con-
sumingbut alsoconfusingandmay lead to inconsistencies.This implies that storingthe changebuffer
persistentlyat theprimaryandbackupmustbedonein asynchronousmannerusing2 PhaseCommit(2PC)
[BHG87]. To alleviatethecost,it is possibleto minimizethetime it takesthesecondaryto replyby storing
thebuffer, but notactuallyperformingthechanges.This leadsto two possiblestrategies:ahot-standbyand
a cold-standbybackup.Thus,asin [KGAM96], we definethreetypesof processes:critical, importantand
normal, dependingon whetherthey usea hot-standby, a cold-standby, or no backupat all. The different
availability levelsallow to traderuntimeoverheadfor recoverycost.Critical processescanproceedimmedi-
atelyafterthetakeoverof thebackup,but thesynchronousupdateof thedatabaseincreasestheirnavigation
costat run-time.Importantprocesses,on theotherhand,havea reducedoverheadduringnormaloperation,
but they have to beinstalledin thedatabaseduringtakeover, which leadsto a longerrecovery phase.

Since2-safeis used,thebackupmechanismsweproposecouldsuffer fromthehighoverheadof 2PC.We
canalleviatethiscostby takingadvantageof thefact thatonly two sitesareparticipatingin eachdistributed
transaction.Weusea“degenerated”form of lineartwo-phasecommit[BHG87] in which theprimarysends
thechangebuffer to thebackup,thebackupcommitslocally andthensendsanacknowledgmentbackto the
primary, which commits.Thedecisionfor thecommitof thedistributedtransactionis takenat themoment
the backuptransactioncommits. Correctnessis guaranteedsinceif the primary fails after the backup’s
decision,but beforeits own commit, the backupwill takeover navigation anyway andcontinuewith the
valid processstate.If thebackupdoesnot takeover (thiscanbethecasewhenthedown-timeof theprimary
is too short),the primary hasto inquire aboutthe processstateduring recovery. To this end,eachserver
usesa reconfiguration protocolat startupduringwhich it determinesthe actualstateof all processesthat
areregisteredin its databaseby queryingthebackupservers. If a backupserver hastakenover a process,
it canberemovedfrom theold primary’s databasesincethenew primaryhaselecteda new backupduring
fail-over. If thebackuphasnot yet takenover, it simply sendstheactualstateof theprocessto theprimary
whichupdatestheprocessimageandcontinuesnavigation.

To increasetheperformanceof thebackupsystemevenfurther, it is possibleto executethenavigation
stepspartially in parallel. We do so by usingmultiple threadsto speedup the processingof navigation
steps.Figure 1 shows thestructureof a transactionasit occurswhenthehot standbymechanismis used.
First, theprocessimageis fetchedfrom thedatabase.It is cachedin mainmemoryfor thedurationof the
transaction.Navigation takesthenplaceover the cachedinformation,which will alsoact as the change
buffer. After navigation is completed,the transactionforks into two threads.The first threadappliesthe
changesto theprocessimageat the primary, while the secondsendsthe changebuffer to the backup.At
thebackupa transactionis startedthatappliesthechangebuffer to theprocessimage.After its commitan
acknowledgmentis sentto theprimary, andthentheprimarycommits.
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Figure1: Structureof a distributedtransaction(hotstandby)

3.2 Alter native backup strategies

For comparisonpurposesasanalternativeto ourbackupstrategies,wehaveimplementedasolutionbasedon
Oracle’smultimasterreplication.This is doneby definingamastergroupthatcontainsall thetablesfor the
processimages.This datais thenreplicatedbetweentwo databases,whereeachoneis usedby oneserver.
The processenginesoperatedon the two databases,and changesof a processimagewere immediately
propagatedto theothersiteby thereplicationmechanisms.Note thatwith this scheme,thereis no notion
of a privatedatabaseperserver. Becauseof this,a flaghasto bestoredwith eachprocessimageto indicate
which server is its primary. As pointedout before,this mechanismis only suitablefor implementingcold
standbystrategies. We useit, nevertheless,asa referenceto measurethe overheadof doing the backup
outsidethecontext of thedatabase.

4 Processmigration

Themechanismsdescribedabovecanbeusednotonly to achievecontinuousavailability butalsoasbuilding
blocks for implementingprocessmigration. Suchfunctionality can be of greathelp to solve scalability
problemsandbalancingtheloadona largePSS[AAAM97]. Thebackupmechanismsproposedsofar help
only in the event of suddenserver failuresandonly for importantandcritical processes.New problems
arise,however, if a server needsto beshutdown deliberately, eitherfor maintenancereasonsor becauseof
systemreconfigurations,andthe processeswereclassifiedasnormal. It wasto addressthis issuethat we
initially implementedprocessmigration.Lateron theideawasgeneralizedto all processtypes.

Thebasicideabehindour processmigrationsolutionis to usethesameinformationthebackupsystem
uses.For simplicity, we assumetheprocessbelongsto thecategory of normalprocesses.If this is not the
case,someof thestepsdescribedbelow arenot necessarysincethey arealreadyperformedby thebackup
system. The migration algorithm (Figure 2) is basedon shortly activating the backupof a processby
upgradingit to critical. Sincethis implies that,via thebackupsystem,theprocessimageis automatically
copiedfrom the currentserver to the target server, it is thenpossibleto switch primary andbackupand
afterwardsdegradatetheprocessto normalstateagain.Theresultis thattheprocessnow runson thetarget
server. Applying this algorithmto all processesrunningon a givenserver allows to shutit down without
affecting any ongoingactivities. Note that it is possibleto selectthe new server on a per-processbasis,
whichallowsto distributetheloadof a terminatingserverevenly to theremainingones.

Theadvantageof thisschemeis thatit allowsthesafemigrationof processeswithout theneedfor addi-
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Curr ent server: Target server:
SwitchP to critical mode (Startprocessmigration)
Createchangebuffer for P
Selecta targetserver
Sendbuffer to target Receivechangebuffer

CreateprocessP in instancespace
Install changebuffer for P

(Takeover)
P is deactivated P is activated

(P back to normal)
Garbagecollectionon P Resumeexecutionof P

Figure2: Migratinga process,� , from a server to another(target)server.

tional hardwareor softwarecomponents.Thecrucialpointof server migrationis ensuringtheatomicityof
themigrationprocess,sothatneitheraprocessgetslostnorendsupbeingstoredontwo servers.Achieving
this in anenvironmentwithout backupmechanismswould requirethedeploymentof transactionalmiddle-
waresuchaspersistentqueuesor TP-Monitors[BN97]. Thus,theadvantagesof ourapproacharethreefold:
First, we preserve platform independencesincewe do not have to rely on DBMS providing middleware
interfaces(e.g., the XA interfaceneededfor interactionwith mostTP monitors)– many object-oriented
DBMS, for example,donotprovidethesemechanisms.Second,systemcomplexity is keptbounded(we do
notneedyetanothermiddlewarecomponentthathasto bebought,installed,andmaintained),which fosters
theportability of a PSSandsimplifiesnew installations.Finally, andperhapsmostimportant,thesolution
is performant.As theexperimentalresultsgivenin section5 reveal,backupmechanismsprovide a suitable
basefor fastprocessmigrationwhichallowsto useit evenfor thetransportof largeprocesssets.

Servermigrationis initiatedby aspecialPSScomponent,theplanner, thatis responsiblefor controlling
andchangingthesystemconfiguration.To thisend,it communicateswith theserversin thesystemin order
to gatherinformationabouttheircurrentload.Theplannercanthenintitiateareconfigurationof thesystem,
either automatically(if certaintresholdsfor systemand server load are reached)or if a reconfiguration
is triggeredfrom a systemadministrator, which may be the caseif a server hasto be disconnectedfrom
the system.The planneris designedto reactto two situationsof interest:Low load, in which casesingle
serverscan be stopped(and their machinesbe usedfor other tasks),andserver overload,in which case
new servershave to bestartedandexisting processesmigratedto them. The plannerusesa configuration
databasein orderto storeinformationaboutthesystemstructureandtheloadof thevariousservers. Note
that for availability reasons,theplannercanbe implementedasa distributedcomponentwith a replicated
configurationdatabase.This is, however, not mandatorysincea failure of theplannerhasno direct impact
on the functionalityof thesystem.In caseof a failure, it is possibleto starta new plannerwith anempty
configurationdatabasethatis thenpopulatedby queryingall serversduringtheinitializationphase.

Using the planner, it is possibleto designa systemthat dynamicallyadaptsto varying loadsof the
environment.Servermachinescanthenbeusedfor other, low priority jobswheneverthey arenotneededfor
thePSS.In thecaseof a server shutdown, theplannerselectsa setof availableserversout of theremaining
ones(basedon the load informationit hascollected)andtheninitiatesthe migrationof all the processes
to thenew serversby sendingamigrate all message.This sameprocedureis initiatedalsoon explicit
demandof asystemadministrator, whenaserver hasto bestoppedfor maintenance.Administratorsusethe
plannerto monitorandchangeadistributedPSSenvironment.

5 Experimental results

In this sectionwe discusstheimplementationof thealgorithmsin termsof bothtechnicaldetailsregarding
theconcretedesigndecisionsandperformanceresults.
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5.1 SystemConfiguration
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Figure3: Configurationsusedin theexperiments

Theconfigurationsused,a clusterof workstationsof differenttypesconnectedby a switchedEthernet,
resemblemany real environments.The concretemachinesinvolved in the experimentare listed in Table
4, andan overview of the configurationsusedis given in Figure 3. In mostexperimentswe usedcon-
figurationA, in which the Sun4workstationswererunningthe workflow enginesandthe PCswereused
asdatabaseserversrunningOracle8DBMS. Serversandclientswerelocatedon Sun4workstationsin the
standardexperiments.In orderto determinethe impactof communicationoverhead,in someexperiments
we usedconfigurationB, wheredatabaseandserver arelocatedon thesameworkstation.Herewe usedthe
Sun10workstationsfor databases(Oracle8)andservers.Finally, for theevaluationof mixedenvironments
consistingof relationalandobject-orienteddatabases,weusedconfigurationC with anObjectStoredatabase
locatedona Sparc10server, andOracle8onaPC.

For all experimentswe usedthe sameprocessmodelconsistingof 10 activities, andwith a process
imagesizeof about50KB. For performancereasons,theclusteringfacilitiesof Oracle8wereusedin order
to grouptogetherrelatedtuples.All significanttablesweregroupedin onehashedclusterwith theinstance
ID asclusterkey, ensuringthatthecomponentsof eachprocessimagearestorednext to eachother.

5.2 Baseline results:no backup

As baseline, we usetheperformancemeasurementsfor normalprocessesusingconfigurationA. To study
theimpactof databasesizeonnavigationperformance,themeasurementsweremadewith avaryingnumber
of concurrentprocessinstanceswhich resultedin differentdatabasesizes. The processimageshad an
averagesize of 50 KB, which lead to databasesizesbetween500 KB and 50 MB. Figure 5 gives the
averageexecutiontimefor varioustypesof transactionsoccuringduringnavigation.Wedistinguishbetween
threetransactiontypesusedin theservers: ProcessInstantiation (INST)involvescreatinga new copyof a
processtemplateand identifying thosetasksthat are immediatelyexecutable. Activity start (START) is
calledwhenever theserver is notifiedthatanactivity hasstarted.It is thesimplesttransactiontype,sinceit
only requiresthechangeof theactivity’ sstatein theprocessimage.Activitytermination(TERM)comprises
updatingtheterminatingactivity’ sstateandperformingnavigation(evaluatingthemetaprogramin orderto
identify theactivities thathavebecomeexecutable),andupdatingthestatesof theexecutableactivities. The
resultsshow that,above a certaindatabasesize,the time per transactionstaysalmostconstant.Databases
with sizesbelow this thresholdfit in mainmemory, thusthereducedexecutiontime.

5.3 Backup basedon DBMS replication

The backupmechanismimplementedon top of Oracle’s replication,asexplainedabove, leadto anover-
head,with respectto thebaseline, of approximately200% for processinstantiation(becausenew database
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Machinetype Processor Main memory diskspace

SPARCstation10 Model30 SuperSparc 96 MB 322MB
SPARCstation4 Sparc60 Mhz 64 MB 667MB
Dell GXM 166 Intel Pentium166Mhz 32 MB 80MB

Figure4: Themachinetypesusedin theexperiments
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Figure5: Time pertransactionwithoutbackup

objectshave to be insertedin theremotedatabase)andanencouraging30 % for the muchmorefrequent
navigation transactions(figureFigure 6). Theseresponsetimesareacceptable,especiallyif we takeinto
accounttheabsolutenumbers,which staybelow 4 secondsfor processinstantiationandtakelessthan0.2
secondsfor navigation. A strangebehaviour wasobserved, however, in the caseof processtermination,
wherethe processimagehasto be removed from the database.The costof removing oneinstancegrew
constantlywith thedatabasesize,with anaveragedurationof 15 minuteswhen1000concurrentprocesses
existed.Thereasonfor thiscanpartlybeexplainedby Oracle’s row-basedchangepropagation,whereeach
changedtuple is propagatedseparatelyto theremotesites. This doesnot, however, explain thereasonfor
thesignificantoverhead.Webelievethatthis is animplementationbugthatwill besolvedin futureversions
of theDBMS (weusedtheveryearlyversion8.0.3).Thisparticularpointaside,webelievetheotherresults
to berepresentative. Froma practicalstandpoint, thecurrentbehaviour createssignificantproblemsin real
scenarios.Processsupportsystemsmay executea large numberof processes.Although currentsystems
tendto keepthedatafor completedprocessesin thedatabase,the trendis to remove theseprocessesfrom
theon-linedatabaseandstorethemin adatawarehousefor analysis.This is oneof thereasonswhy weuse
separatestoragespaces[AHST97]. In particular, thehistoryspaceplaystheroleof datawarehousefor com-
pletedprocessessothatthisdatacanbemanipulatedandpre-processedwithout interferingwith theon-line
operationsof processesbeingexecuted.In our system,weautomaticallyremove a terminatedprocessfrom
the instancespaceinto thehistoryspaceby copyingit (if changebuffersareavailable,it will usethemto
avoid having to accesstheprimary)andthendeletingit from theinstancespace.Obviously, this operation
canbecomequiteexpensive if theproblempersists.

5.4 Semanticreplication, cold standby

To mirror actualworkingconditions,all experimentswereconductedwith all serversactingbothasprimary
and backup,with processesevenly distributedbetweenthe servers. In cold standbyconfigurations,the
biggestsourceof overheadis sendingthechangebuffer to thebackupandwait until it is persistentlystored
in the database.Figure 7 shows the performanceof processinstancereplicationfor cold standbymode.
Theresultsshow thatthecoldstandbymechanismleadsto anoverhead,with respectto thebaseline, thatis
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Figure7: Theperformanceof coldstandbyusingsemanticreplication

around65% for smalldatabasesandfalls to 40 % if thedatabasesizegrows. Althoughthis overheadmay
seemcomparatively large,in practiceit is almostnegligible sinceit representsanoverheadof between0.5
and0.3 secondsfor startinga processandlessthan0.3 secondsfor the othertwo operations.In systems
wherethereis humaninteractioninvolved,thisdelaywill beeasilymaskedby artifactssuchastheterminal
responsetime. For scientificapplicationsthisoverheadismoresignificantbut still within acceptablebounds,
especiallywhenconsideringtheadvantagesof having abackupstrategy for bothfault-toleranceandprocess
migration.

Thedifferencesbetweensmallandlargedatabasesarisefrom thefactthatlocatingtheprocessimagesat
theprimarygetsincreasinglyexpensiveasthedatabasegrowswhile thecostfor storingthechangebuffers
staysconstant. To analyzein more detail which operationsare performedand their contribution to the
overalloverhead,Figure 8.ashowstherelativecostof theoperationsinvolvedin thetransactionfor a large
databasewith 1000processes.In thecaseof cold standby, readingtheobjecttakesasmuchtime asin the
non-replicatedcase.Theoverheadis createdby theoperationsrelatedto thechangebuffer. This impliesthat
with a moreefficient mechanismfor changebuffer storagethecostper transactioncanbefurtherreduced.
It is questionable,however, whethertheperformancegainwarrantstheaddedcomplexity. We arecurrently
exploring this topic in moredetail but, given the resultsshown, cold standby, ascurrently implemented,
seemsto bea viablebackupsolution.
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5.5 Semanticreplication, hot standby

The performancemeasuresfor the hot standbymechanismareshown in Figure 9. Due to the fact that
bothsitesneedto besynchronizedandthechangebuffer needsto beappliedat thebackup,theoverheadis
largerthanin thecoldstandbyapproach.It is not,however, significantlylarger: for startingandterminating
activities it is around90%for the largedatabase.Again, a comparatively largefigure,but still acceptable
sincetheactualtime requiredis about0.6 seconds.As before,this lapseof time is easilymaskedin many
applicationsbecausethereareadditionaloperationslike thecommunicationwith theclients,actualization
of graphicaluserinterfaces,transportof databetweenmachines,andstart of applications,that arequite
expensiveandarelikely to betherealsourceof delaysin practice.Thecontributionof individualoperations
to theoveralloverheadis shown in Figure 8.b. Notethatevenwith theoptimizationof applyingthechanges
at thebackupin parallel,thereis still theoverheadof storingchangebufferstwice. In thecaseof startinga
process,theoverheadis significantandit doesnot seemto bepossibleto reduceit further. Sincein a real
applicationit is theuserwhodetermineswhichprocessesarecritical andwhichimportant,theoverheadcan
beassumedaspartof thecostof having ahotstandbyconfiguration,but alargenumberof critical processes
is likely to resultin performanceproblems.Also notethatwearestill within thefew secondsbound,which
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is nota dramaticincreasein delay.

5.6 Time to recoverfr om failur es

Thetime to recover from server failure is shown in Figure 10. Theaveragetime for recoveringoneprocess
wasbetween1.2 and1.3 seconds.This meansthat for a large databasewith 1000processesthe overall
recovery time is about19 minutes,which leadsto anaverageunavailability of 9.5minutessinceprocesses
areavailableassoonasthey arerecovered. The main costfactor is the installationof the processimage
in the database,which requiresre-executingall original transactionsby interpretingthe changebuffers.
While the time for recovery may seemvery long, it is within the boundsthat are tolerablein business
processenvironmentswhereactivitiesarevery long. Moreover, it is similar to therecovery costin database
systems.Theperformancecanbefurther improvedby recoveringmultiple processesin parallel. Sinceno
dataconflictsbetweenprocessimagesexist, thedegreeof parallelismfor processrecovery is boundonly by
processorperformanceanddiskbandwidth.

Therecovery costfor critical processesis dependenton thedegreeof fault tolerancethata processhas
to provide after a fail-over. If theprocesshasto staycritical, therecovery time is aslong asfor important
processes,sincea new backuphasto beelectedandtheprocesshasto beinstalledin its database.Because
of this,normallyprocessdegradationis applied,i.e.,theprocess’availability is reducedevery timeafailure
occurs.If it is reducedto important, duringfailoveronly changebuffershaveto bestoredthebackup,which
leadsto a considerableimprovementof the recovery time while preservingtheprocess’s availability. It is
possibleto promotea processto critical level againdynamicallyat a laterpoint in time. If theprobability
of server crashesis moderate,critical processescanbedowngradedto thenormalavailability level, which
meansthatthey will blockif theirnew primaryshouldfail. By usingthisscheme,therecoverycostis further
reduced.We give therecovery costfor bothvariantsof degradationin Figure 10. Notethat,again,we did
not applyparallelrecovery of multipleprocesses.We planto integratemechanismsfor parallelapplication
of changebuffersasa futureoptimization. Theperformanceof the recovery usingdegradationto normal
availability is especiallypromisingfor processmigrationfacilities. Migrating a processinvolvescreating
a backupcopy at the new locationand thenmakingthis copy the working copy. With the performance
obtainedin ourexperiments,thisseemslike a feasibleapproach.
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Figure11: Comparisonof backupoverheadfor differentoperations

5.7 Comparing the differ ent approaches

Figures 11.A, 11.B, and11.C show the resultsfor the threedifferentoperationsin the four approaches
discussed:nobackup,databasereplication,coldstandby, andhotstandby. Thefirst conclusionto draw from
the comparisonis that high level backuphasaboutthe sameoverheadasbackupstrategies implemented
over databasereplication. Given the addedflexibility , this allows us to concludethat semanticbackupis
not only feasiblebut also a good choicein a PSS.As discussedabove, the databaseapproachrequires
manualinterventionin caseof failuresin orderto switch from the primary to the backup. This, in many
cases,renderstheapproachunfeasiblein practice.In addition,databasestrategiesonly work if thedatabase
platformis homogeneous,thatis, thesamedatabaseis usedasprimaryandbackup.In somecases,it is even
requiredthatbothprimaryandbackuprun on thesameoperatingsystem.Experienceshows that this is a
very limiting factor. This facthasimportantimplications.SincecurrentcommercialPSSdonot,in general,
incorporatebackupmechanisms,it is possibleto usethe techniquesdescribedin this paperto extendtheir
functionalitywith abackupservicewithoutdegradingtheir performance.

5.8 Impact of server location

In theexperimentsdescribedsofar, thedatabaseserverswerelocatedonremotemachinesandeachdatabase
accesshad the additionalcost of communicationbetweenthe PSSserver and the database.Sincethe
databaseaccessesareby far the dominantfactor in the costof a transaction,it could be assumedthat by
reducingcommunicationcosttheoverall overheadof replicationwould bereducedtoo. To investigatethe
impactof communicationontheoverallperformance,experimentsweremadewith amodifiedconfiguration
thatplacedtheprocessenginesandtheir databaseson thesamemachine(Figure 3B). With this configura-
tion, PSSanddatabasecommunicateover themuchfastersharedmemory. Theresultsof theseexperiments
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(Figure 12) show, however, that the gain in performanceis very small, mainly becauseDBMS andPSS
have to sharethesameprocessor. (Notethattheabsolutenumbersshown cannotbecomparedto theresults
of the otherexperimentsbecausethe SUN10serversusedhereareslower thanthe PCsemployedin the
previous measurements.)This small impactof communicationoverhead,even whenusingcomparatively
slow Ethernetconnections,implies that the generaldeploymentof a three-tierarchitecturewith database
andserver residingon differentnodesis feasiblefrom a performancepoint of view. This allows to extend
the proposedarchitecture,without performancepenalties,to moregeneralschemeswherea server uses
multiple, distributeddatabasesin orderto achieve a higherprocessingcapacityandto further increasethe
resilienceto failures.In suchanenvironment,a processengineis operationalevenif someof its databases
fail. While in thecaseof a databasefailure, someprocesseswill have to betakenover by thebackup,the
otherprocessescancontinuenavigationandtheserverstaysaccessiblefor thestartof new processinstances
which arestoredin the remainingdatabases.Anotherpromisingoption is the shareduseof databasesby
multipleservers.This allows, if a PSSserver fails, for quick fail-overby startinga new server processona
runningmachineandconnectingit to thestill accessibledatabaseof thefailedserver.

5.9 Heterogeneousenvir onments

An importantchallengewhenintroducinga PSSis to integrateall pre-existing systems.Mostcurrentcom-
mercialPSSrequirea specificDBMS that hasto be boughtandinstalledin additionto the processenvi-
ronmentitself. Oneof our goalsin theoverall designwasto avoid suchrestrictions.In orderto studythe
behavior of thesystemwhenheterogeneousdatabasesareused,we configureda system(Figure 3.C)with
serversusingbothanobject-orienteddatabaseengine(ObjectStore)anda relationalengine(Oracle8).The
serversworkedaccordingto theusualscheme,with theobject-orienteddatabasesactingasbackupfor the
relationalonesandvice-versa.Dueto spacelimitationswepresenthereonly theresultsfor thecold-standby
backupalgorithms(Figure 13). The performanceof the ObjectStore-basedserver (a) wasslightly better
thanthat of therelationalone(b), dueto the moreefficient cachingmechanismsit provides. ObjectStore
hasa page-server architecturewherea cachemanagerprocessat eachclient machinemaintainsa pool of
cacheddatabasepages.This improvesperformanceespeciallyfor applicationswhereno concurrentaccess
from multiple sitestakesplace. In contrastto this, in the Oracle-basedimplementation,eachprocesshad
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Figure13: Heterogeneousenvironment:(a)Oracle-basedserverand(b) ObjectStore-basedserver

to be fetchedfrom theserver prior to navigation. We expectthatwith the implementationof a client-side
cachetheperformanceof thesystemswill becomesimilar. Notethat theperformanceof theOracle-based
serverwasbetterherethanin thehomogeneousenvironmentbecauseof thefasterapplicationof thechange
buffersat the(ObjectStore-based)backup.

Ourexperimentswith theheterogeneousenvironmentareencouragingandshow thatdatabaseindepen-
dencecanbeachievedwith acceptableoverheads.Anotherimportantpoint is thatsemanticreplicationof
thetypeusedin our backupstrategiesprovidesanefficient wayof introducingreplicationmechanismsinto
systemsthathave no built-in replicationsupport(like ObjectStore)or only offer asynchronousreplication
(like mostcommercialrelationalDBMS).

6 Conclusions

We have presentedan architecturefor implementinghighly availableprocesssupportsystemsbasedon
clustersof cooperatingserversandon semanticbackupmechanisms.We have consideredseveralpossible
solutionsin thecontext of processsupportsystemsandshown how solutionsbasedoncommercialproducts,
eitheron backuptoolsor on replicationengines,suffer from a numberof drawbacks.For instance,using
databasereplicationmechanismsrestrictstheconfigurationto usethesametypeof databaseon all servers.
Furthermore,sincethe backupstrategy needsto be 2-safe,the choiceof databaseenginesis restrictedto
thoseproviding synchronousreplication,which, to our knowledge,is currentlyonly Oracle. In addition,
changingthestructureof a replicatedenvironmentin thecaseof fail-over is a costlyoperationthatcannot
beautomatedcompletelyandinvolveshumanintervention,therebyincurringa long delaybeforeprocesses
canresumeexecution.

For thesereasons,we have proposedanalternative solutionbasedon usingsemanticknowledgeabout
theapplicationlevel,whichallowstodevelopabackupsystemthatisdatabase-independentandflexible. Our
experimentsshow that theapproachis feasibleandincursin very low overheads.In addition,thesolution
proposedis comparatively fast whenfail-over takesplace. The backupmechanismwasalsoextendedto
allow processmigrationduringruntime,an issuewe expectwill play a significantrole in thescalabilityof
futuresystems.

Theresultsareencouragingandshow afeasibletechniqueto achieveavailability in thespecificdomain
of processsupportsystems.The principlespresentedcanalsobe seenin a wider context. For instance,
as a way to provide backupor replicationservicesin environmentswherethe databaseenginedoesnot
provide suchservices.Also, theaccesspatternobservedin a PSSis quitedifferentfrom thatconsideredin
traditionaldatabaseapplications.NeitherOLTP (shorttransactions,smallsetof changes)nor OLAP (long
transactions,mainlyreadoperations)characterizetheaccesspatternsof aprocesssupportsystem,whichcan
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becharacterizedasonlineobjectmanipulation.Thework in thispapercanthusbeseenasafirst steptowards
gainingabetterunderstandingof suchapplicationsand,ultimately, establishinganew classof benchmarks.
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