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Abstract

Availability in ProcessSupportSystemgPSS)canbe achieed by using standbymechanismshat
allow a backupsener to takeover in casea primary sener fails. Thesemechanismsiesemblingthe
processpair approachusedin operatingsystemsyequirethe primary to sendinformationaboutstate
changedo the backupon a regular basis. In PSSwhereall relevant stateinformationis storedin a
databasetherearetwo principal stratgiesfor synchronizinga primary—backugpair. Oneis to usethe
replicationmechanismgrovided by the DBMS. Anotheris to implementa messagenechanisnto ex-
changestateinformationbetweersenersabove thedatabaséevel. For bothapproacheseveralvariants
exist thatallow to traderun-timeperformancdor failover time. This paperdiscussethe possiblestrate-
giesand evaluatestheir performancéasedon animplementatiorwithin the OPERA processsupport
kernel. Moreover, it is shavn how the mechanismganbe usedasthe basisfor implementingprocess
migrationin a distributedsetting.

1 Intr oduction

ProcessupportsystemgPSS)aremetaprogrammingrvironmentsthatallow the specificationgxecution,
andmonitoringof complex sequencesf applicationinvocations(processeksin a distributedervironment
composedf heterogeneougutonomouspplications(compositesystem). PSSare increasinglygaining
importanceasintegral building blocksof corporatdT infrastructuressoftwaredevelopmenternvironments,
andscientificcomputingsincethey provide the servicesnecessaryo integratedistributed,heterogeneous
programsinto coherentapplications. Today PSSare usedfor taskssuch as supportingenterprisesn
streamliningandautomatingheir businesprocessefGHS95,LA94], supportinghealthcareorganizations
in coordinatingimmunizationcampaigngSKM*96], helpingscientistsperformandanalyzeexperiments
[MVW96, BSR96,AH97], and allowing softwaredevelopmentteamsorganizejoint work on sharedre-
sourcegBK94, TKP94. With theproliferationof PSStechnologythe requirementsn termsof availability
increasebut, unfortunately currentcommercialsystemsdo not provide satisfactorysolutionsin this area
[AAAM97 , GHS95 KR96,AM97]. A possiblesolutionto this problemis to usestandbytechniquesimilar
to databasdackuptechnique§gGR93] or processpair conceptdn operatingsystemgGR93, Bar81]. In
practice,sincethe PSSis built on top of a databasethe backupmechanismgan eitherbe basedon the

*Part of this work hasbeenfundedby the SwissNational ScienceFoundationunderthe project TRAMs (Transactionsand
Active Databaséviechanismdor Workflow Management).



replicationcapabilitiesof the underlyingDBMS, or implementedat the applicationlevel usingsemantic
knowledgeof the application. The latter hasbeensuggestedsthe bestapproacHKGAM96] dueto its

addedflexibility but, sofar, no effort hasbeenmadeto evaluatethesedifferentstratgiesandchecktheir

applicabilityin arealsetting.

This paperpresentsa comprehensie study of backupmechanismsén the context of processsupport
systems.Seseral algorithmsare proposedandtheir performancendeffectivenessstudiedin detail within
the OPERAKernel[AHST97, AH97, HA98]. In particular we shov that backupcan be performedat a
high level, without having to rely onthedatabasédiosyncrasiesThis approacthassignificantadvantages.
First, it allowsto usedifferentdatabaseasprimaryandbackup(in the currentimplementationQracleand
ObjectStoreare both usedas backupfor eachother), which wassuggestedn [KGAM96] asone of the
advantage®f semantidackup,althoughwithout any empirical evidence. To somedegreethis agument
is losing strength,given that thereare now productson the marketthat allow to replicatedatabetween
heterogeneouBBMS [Kno97, IBM97]. Theseproductsdo not yet provide, however, the synchronous
replicationneededor 2-safebackupstratgies. In this regard, the solution proposecherecould be seen
asaway to circumwentthe limitations of the stateof the artin currentproducts.Secondthe performance
overheadbf high level or semantidackuphasbeenminimizedthrougha carefulandin depthoptimization
of the algorithmsused,aswell asthrougha well tunedimplementation.As the resultspresentedn here
shaw, the overheadntroducedby our solutionsis comparableo thatincurredby a commercialdatabase.
Third, and perhapsmore interestingly we shav how thesesamebackupmechanismgan be usedasthe
basisfor a sophisticategrocesanigrationmechanisnthatis both transparenandefficient. We consider
thatan importantcontribution of the paperis the implementatioreffort andthe insightsgainedfrom it in
termsof real systemexperience We expecttheseresultsandthediscussiorin the paperto be of significant
useto arybodyinterestedn developinga solutionfor semantidackupor procesanigrationin distributed
systems.

Thepaperis organizedasfollows. Section2 suneysthepossiblebackupstratgiesthatcouldbeadopted
in thecontet of aPSS Section3 describeshesolutionproposedSectiord discusselow to usethebackup
solutionto implementprocessnigration. Section5 discussetheresultsof ouranalysisandimplementation
aspectsSection6 concludeshe paper

2 Backup strategies

A numberof techniquesxist that could be usedin the contet of a PSS.In this sectionthesetechniques
arebriefly discussedndtheir advantagesandshortcomingsfrom the point of view of a PSS,analyzedn
somedetail. We will baseour discussioron avery generalsystemmodelthatsuitsmostexisting systems.
Considera PSSas a setof serversactingasinterpreterdor metaprogramgprocessmodel3. Thereis a
one-to-maw relation betweenseners and processnstancesj.e., eachinstanceis assignedo one sener
(which may changen time) thatstoresthe processstatepersistentlyin form of a processmagecontaining
all relevant stateinformation. The key to PSSbackupmechanismss thus the redundantstorageof the
processmageson failure-independergites.More detailedcoverageof generaPSSconceptcanbefound
in theliterature[AHST97, AH97, GHS95 Hsu93.

2.1 Low level backup mechanisms

Backupmechanismensurecontinuousavailability andcanbefoundin mostdatabasenanagemergystems
aswell asin specializedperatingsystemdike Tandems GuardianSystem[Bar81]. As anexampleof the
basicidea, Guardianis basedon processpairs, with one procesgprimary) performingthe actualwork,
andthe other(badup) servingasa standbythattakesover shouldthe primary becomeunavailable. This
mechanisnrequiresa dedicatecbackupandthe notificationof the backupof all significantchangesn the
primary’s statein orderto guarante@xactlyoncesemanticsAlthoughthetechniquesisedin this paperare
similarin nature we differ from this approachn thatwe do notrequirea dedicatedackup.In fact,we have
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madegreatefforts to minimizetheimpactof thebackupmechanisnonthesecondargitein orderto beable
to useit aswell asprimary sener for otherprocessesWe ervision a systemconfigurationn whicha PSS
sener offersbackupservicesaspartof its normalfunctionalityandcanperformsuchservicesoncurrently
with thoseof a normalPSSsener. For costandfeasibility reasonsye do not wantto resortto dedicated
backupsolutiondlike thoseusedin operatingsystemr hardwarearchitectures.

Databasesisesimilar ideasto implementbackupstratgies. The discussioris often centeredhot so
muchon the unit of backup(often change®n a pertransactiorbasis)but on the level of consisteng to be
achieved. Thisis typical of theconstantrade-of in databasebetweerconsisteng andperformanceThus,
in databaseseveralapproacheareused:hot-standbythebackupcantakeoverimmediately) cold-standby
(thebackupneeddo beinitialized andupdatedbeforeit cantakeover), 1-safe(somechangesnay belost
whenfailuresoccursincethe backupis not necessarilycompletelyup to date),and2-safe(no changesare
lostwhenfailuresoccursincethe backupandthe primaryaresynchronizedy meansof a 2 PhaseCommit
protocol) [GR93. The main problemwith databasdéackuptoolsis thatthey are, necessarilydatabase
specific. Thesetools are not conceved as opensystemsanddo not allow to usedifferentDBMSsin the
primary andbackup. Moreover, thesetools leave almostno room for controlling the backupprocess.We
have put a significanteffort in makingthe backupmechanisnof a PSSusercontrolledin orderto leave
to the userthe decisionof whena backupis necessarySimilarly, databaséackuptools would not have
allowedto developthe processnigrationmechanismve provide asanextensionto the backuparchitecture.

2.2 Databasereplication asthe basisfor backup mechanisms

Backupandreplicationtechniquesrefairly similar. In principle, it is possibleto usereplicationtechniques
to implementa backupstratey. In practice the stateof the artin databaseeplicationdoesnotreally allow
it. Most DBMS vendorsimplementprimary-copy asyn&ironousreplicationwhereonly onereplicaof a
dataitem is updatablevhile the othersareread-onlyandnot necessarilyp to dateat all times[GHOS96].
This approaclcouldbe usedto implementl-safestratgies,but thisis very muchdependingn theway the
DBMS implementsreplication. With a DBMS usinga pushmodel, like SybasgKno97], this could be a
possibility. There thesenerpropagateshangesoonafterthey have occured With aDBMS implementing
a pull model, like IBM DataReplicator[IBM97], it is not realisticto usereplicationasthe basisfor the
backupmechanisnsinceherethe primary sener is polled by the backupsite which hasno knowledgeof
whenchange®ccur In addition,thesereplicationmechanismsheingdesignedrimarily for warehousing
applicationsaregearedowardsa homogeneousrvironmentwherethecopiesareall managedy thesame
type of DBMS andwould force us,in mostcasesto have a dedicateackup.Froma practicalstandpoint,
andto our knowledge,only Oracles Advanced SymmetricReplicationmechanism$Ora95,0ra97 pro-
vide enougHflexibility to usereplicationasthebasisfor abackup.Oracle8Sener offersvariousreplication
techniquesof which only oneis really suitedto the purpose®f backup:Synchronousnultimasterreplica-
tion, whereall copiesof a dataitem arefully updatableandchangesare propagatedo all siteswithin the
sametransaction.Multimasterreplicationis basedon mastergroupsthat are setsof basetables. Oncea
mastemgroupis defined(usingPL/SQLor agraphicaluserinterface) jt canbereplicatedon multiple Oracle
databaseby generatingpecialPL/SQL packageg$modulescontainingstoredprocedurespn all databases.
For eachreplicatedtable,two packagesregeneratedhat containproceduregor changepropagatiorand
for conflict resolution(if asynchronouseplicationis used). The replicationmechanismsretuple-based.
Everytime arow of areplicatectableis changeda triggerinvokesthe appropriateproceduren thetable’s
propagatiorpackageln contrasto Oracle7 Oracle8usesnternaltriggersthatarenot partof theDML and
areoptimizedfor performance.

Procesdackupis implementedver Oracles multimastermreplicationby defininga mastergroupthat
containsall the tablesfor the processimages. The main dravback of this replicationschemeis thatin
practice,it is very inflexible. Onceoneof thereplicationsitesbecomesinavailable,the remainingDBMS
allow noupdatedo thereplicatedablesuntil thefailureis repairedor thereplicationschemechangedThis
requiresremoving the failed databasdrom the setof replicationsitesandaddinga new site that actsas



new backup. The procesf restructuringthe replicationschemeds complec sincethe PL/SQL packages
have to be changedandthe new site hasto be synchronizedy sendingall data. This procedureconsumes
a considerableamountof time. In practice,usingthe replicationmechanism®f a databasdor back-up
canthusonly be usedfor cold stand-byapproacheshattoleratea significantdelayuntil executioncanbe

resumed.Hot stand-byconfigurationswith their demandfor quick take-over do not seemto be feasible

in this ervironment. Theseproblemsare not particularto the way Oracleimplementsreplication,but are

typical of commerciakeplicationtechniquesf usedasthebasisfor backupstrateies.

2.3 Semanticbackup

In the sameway thatit is possibleto implementreplicationrelying on semantianformation (e.g.,recon-
ciliation technique$Ora95,0ra97],althoughin this casesemantidnformationis usedto resolhe inconsis-
tencies),a backupmechanisntanalsousesemantianformationaboutthe applicationin orderto reduce
overhead.Briefly describedthe approachs basedon synchronizinghe primary andbackupat the end of
eachtransaction.All changedo the stateof a processare storedin a changebuffer, which is sentfrom
the primary to the backup. The transactiorcancommitwhenthe changesave beenappliedsuccessfully
on both sites(“to apply” hasdifferentmeaningsdependingon the stratgy used).Key to this approactis
the ability to representhe changegperformedat the primaryin a conciseway. This requiresto represent
the processstatein a formatthatis independenof the databaseepresentationThis formatis usedasthe
semantidnformationthatallows to implementthe backupmechanisiat a higherlevel, bypassinghe un-
derlyingdatabaseThisideawassuggestedsatheoreticapossibilityin [KGAM96] but, to our knowledge,
this approacthasnever beenimplementedn practice.Fromthe descriptiongprovidedin [KGAM96], it is
notclearwhetherthe approactperformsbetterthanstandardackuptechnique®r thosebasedn database
replicationmechanismsln addition,only failuresareconsidere@ndnotschedule@utagegor maintenance
and systemconfigurationchanges.In mary ervironments the latter canbe muchmorefrequentthanthe
formerandthe backupstratgy is incompleteif it cannot copewith suchsituations.Finally, the ideasin
[KGAMO96] arepresentedn the contet of FlowMark, a workflow managemensystemof IBM, andmay
notapplyto genericprocessupportsystems.

3 A flexible backup strategy

Thesolutionswe proposefollow theideasoutlinedin [KGAM96] althoughwith mary significantchanges.
Amongothersthe solutionis generalizedo a PSSinsteadof reducingits applicabilityto a workflow man-
agemensystemanda numberof importantchangesandoptimizationsin the algorithmswerenecessaryo

makethemfeasiblein practice.

3.1 Backupin aProcessSupport Systems

Thefunctionalityof a PSSrevolves,to agreatextent,aroundtheway processearedefinedandrepresented
in the system.After the designethasdefinedthe procesaisinga graphicallanguagethe processs trans-
latedinto aninternalrepresentatiomoresuitablefor execution. This internalrepresentatiosanbefurther
processedo producea third formatusedto storethe processersistentlyin a databaseFor our purposes
here,it istheinternalrepresentatiortheoneusedfor execution thatis of interest. Thedetailsof theinternal
representatioarenot relevantfor the discussiorof the backupsubsystenandareomittedhere. Interested
readerscanfind moreinformationin [AHST97, AH97]. The internalrepresentatiosummarizeshe state
of a processwhich taskshave beenexecuted datavaluespassedo andreturnedrom tasks,andadditional
informationlike the personthat executeda task or the site that waschosento executea program. Every
updaten the processtatetakesplacethrougha transactionyhich executeswvhatis usuallyreferredto asa
navigationstepin theprocess.



Semantichackupis performedby exchangingbetweenprimary and secondaryinformation castedin
termsof theinternalrepresentatiofinsteadof pagespor databaséransactions)ln our implementationat
the end of eachnavigation stepand as part of the sametransactionall changedo the processstateare
savedin a changebuffer at the primary andsentto the backupsener for furthertreatment.Obviously, the
changebuffersplay a crucialrole in the performancef the backupsystemsincethey areexchangedtthe
endof eachnavigation stepand storedat both the primary andbackup. In the algorithmsof [KGAM96],
the changebuffers are storedin persistenthashtableson both the primary and the backup. This adds
significant,unnecessargverheadn practice.ln ourimplementationthe changebuffersarekeptdirectlyin
thedatabasetherebygreatlysimplifying the backupmechanismOur experimentsevealedthat storingthe
changebuffersin the databasesquiresonly betweent0 and80 ms per buffer, dependingon the database
size.In orderto speedup thetime neededo storeandretrieve the buffers,a separatéablespacevith avery
large extentsize (1 GB) wasused therebyreducingthe overheadof frequentlyallocatingnew extents.The
changebufferswerestoredascharactearrayswith amaximumsizeof 4 KB. Theaveragesizeof thechange
buffersin our experimentsvas300 Byte (significantlysmallerthanthe informationexchangedy database
replicationstrategies).

In a PSServironment,only 2-safetechniqguesnakesensgKGAM96]. Informationlost whena sec-
ondarytakesover may leadto having to repeatactiities alreadycompleted which is not only time con-
suminghbut also confusingand may lead to inconsistencies.This implies that storing the changebuffer
persistenthat the primaryandbackupmustbe donein asynchronousnannerusing2 PhaseCommit(2PC)
[BHG8T7]. To alleviatethe cost,it is possibleto minimizethetime it takesthe secondaryo reply by storing
the buffer, but notactuallyperformingthe changesThis leadsto two possiblestrategjies: a hot-standbyand
acold-standbypackup.Thus,asin [KGAM96], we definethreetypesof processescritical, importantand
normal, dependingon whetherthey usea hot-standbya cold-standbyor no backupat all. The different
availability levelsallow to traderuntimeoverheador recovery cost. Critical processesanproceedmmedi-
atelyafterthetakeoerof the backup but the synchronousipdateof the databaséncreasesheir navigation
costatrun-time.Importantprocessesyn the otherhand,have areducedcverheadduringnormaloperation,
but they have to beinstalledin the databaseluringtakewer, whichleadsto alongerrecosery phase.

Since2-safeis usedthebackupmechanismsve proposecouldsuffer from the highoverheadf 2PC.We
canalleviatethis costby takingadwantageof thefactthatonly two sitesareparticipatingin eachdistributed
transactionWe usea“degeneratedform of lineartwo-phaseeommit[BHG87] in whichtheprimarysends
thechangebuffer to the backup the backupcommitslocally andthensendsanacknavliedgmentbackto the
primary, which commits. Thedecisionfor the commitof the distributedtransactions takenatthe moment
the backuptransactioncommits. Correctnesss guaranteedinceif the primary fails after the backups
decision,but beforeits own commit, the backupwill take over navigation aryway and continuewith the
valid processtate.If thebackupdoesnottakeover (this canbethe casewhenthedown-timeof theprimary
is too short),the primary hasto inquire aboutthe processstateduring recovery. To this end, eachsener
usesa reconfiguation protocol at startupduring which it determineshe actualstateof all processeshat
areregisteredin its databasdy queryingthe backupseners. If a backupsener hastakenover a process,
it canberemovedfrom theold primary’s databasaincethe new primary haselecteda newv backupduring
fail-over. If thebackuphasnotyettakenover, it simply sendghe actualstateof the procesgo the primary
which updateghe processmageandcontinuesavigation.

To increasehe performancef the backupsystemevenfurther, it is possibleto executethe navigation
stepspartially in parallel. We do so by using multiple threadsto speedup the processingf navigation
steps.Figure 1 shows the structureof a transactiorasit occurswhenthe hot standbymechanisms used.
First, the processmageis fetchedfrom the databaselt is cachedn main memoryfor the durationof the
transaction. Navigation takesthen placeover the cachedinformation, which will also act asthe change
buffer. After navigationis completedthe transactiorforks into two threads. The first threadappliesthe
changedo the procesdmageat the primary, while the secondsendsthe changebuffer to the backup. At
the backupa transactioris startedthatappliesthe changebuffer to the processmage. After its commitan
acknavledgmenis sentto the primary, andthenthe primarycommits.
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Figurel: Structureof a distributedtransactior(hot standby)

3.2 Alter native backup strategies

For comparisompurposessanalternatveto ourbackupstratgies,we haveimplementedsolutionbasedn

Oracles multimasterreplication.Thisis doneby definingamastergroupthatcontainsall thetablesfor the

processmages.This datais thenreplicatedbetweertwo databasesyhereeachoneis usedby onesener.

The processenginesoperatedon the two databasesand changesof a processimagewere immediately
propagatedo the othersite by the replicationmechanismsNote that with this schemethereis no notion

of aprivatedatabas@ersener. Becausef this, aflag hasto be storedwith eachprocessmageto indicate
which sener s its primary As pointedout before,this mechanisms only suitablefor implementingcold

standbystratgies. We useit, neverthelessas a referenceto measurehe overheadof doing the backup
outsidethe context of the database.

4 Processnigration

Themechanismdescribedibose canbeusednotonly to achievze continuousavailability but alsoasbuilding
blocks for implementingprocessmigration. Suchfunctionality can be of greathelp to solve scalability
problemsandbalancingheloadon alarge PSSJAAAM97]. Thebackupmechanismgroposedofar help
only in the event of suddensener failuresand only for importantand critical processesNew problems
arise,however, if a senerneedgo be shutdown deliberatelyeitherfor maintenanceeasonor becausef
systemreconfigurationsandthe processesvereclassifiedasnormal. It wasto addresghis issuethat we
initially implementedprocessnigration.Laterontheideawasgeneralizedo all procesgypes.

Thebasicideabehindour processmigrationsolutionis to usethe sameinformationthe backupsystem
uses.For simplicity, we assumehe processelongsto the cateyory of normalprocessesilf this is notthe
case someof the stepsdescribedelor arenot necessargincethey arealreadyperformedby the backup
system. The migration algorithm (Figure 2) is basedon shortly activating the backupof a processby
upgradingit to critical. Sincethisimpliesthat, via the backupsystemthe processmageis automatically
copiedfrom the currentsener to the tarmget sener, it is then possibleto switch primary and backupand
afterwardslegradatehe procesgo normalstateagain. Theresultis thatthe processiow runson thetamget
sener. Applying this algorithmto all processesunningon a given sener allows to shutit down without
affecting ary ongoingactuities. Note thatit is possibleto selectthe new sener on a perprocesshasis,
which allowsto distributetheload of a terminatingsener evenly to theremainingones.

Theadwantageof this schemas thatit allowsthe safemigrationof processewithout the needfor addi-
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Figure2: Migratinga processpP, from a senerto another(target) sener.

tional hardwareor softwarecomponentsThe crucial point of sener migrationis ensuringhe atomicity of
themigrationprocesssothatneithera procesgetslostnor endsup beingstoredon two seners. Achieving
thisin anenvironmentwithout backupmechanismsvould requirethe deploymenbf transactionamiddle-
waresuchaspersistengueuer TP-Monitors[BN97]. Thus,theadwantage®f our approactarethreefold:
First, we presere platform independencsincewe do not have to rely on DBMS providing middlevare
interfaceg(e.g.,the XA interfaceneededor interactionwith most TP monitors)— mary object-oriented
DBMS, for example,do not provide thesemechanismsSecondsystemcompleity is keptboundedwe do
notneedyetanothemiddlevarecomponenthathasto bebought,installed,andmaintained)which fosters
the portability of a PSSandsimplifiesnew installations.Finally, andperhapsnostimportant,the solution
is performant.As the experimentakesultsgivenin section5 reveal,backupmechanismgrovide a suitable
basefor fastprocessnigrationwhich allowsto useit evenfor thetransporof large processets.

Senermigrationis initiatedby aspecialPSScomponentthe planner, thatis responsibldor controlling
andchanginghe systemconfiguration.To this end,it communicatesvith thesenersin thesystemin order
to gatherinformationabouttheir currentioad. Theplannercanthenintitiate areconfiguratiorof thesystem,
either automatically(if certaintresholdsfor systemand sener load are reached)or if a reconfiguration
is triggeredfrom a systemadministratorwhich may be the caseif a sener hasto be disconnectedrom
the system.The planneris designedo reactto two situationsof interest: Low load, in which casesingle
seners can be stopped(and their machineshe usedfor othertasks),and sener overload,in which case
new senershave to be startedand existing processesigratedto them. The plannerusesa configuration
databasén orderto storeinformationaboutthe systemstructureandthe load of the variousseners. Note
thatfor availability reasonsthe plannercanbeimplementedasa distributedcomponentvith a replicated
configurationdatabaseThis is, however, not mandatorysincea failure of the plannerhasno directimpact
on the functionality of the system.In caseof a failure, it is possibleto starta new plannerwith anempty
configurationdatabas¢hatis thenpopulatedoy queryingall senersduringtheinitialization phase.

Using the planner it is possibleto designa systemthat dynamicallyadaptsto varying loadsof the
ervironment.Sener machinesanthenbeusedfor other, low priority jobswheneerthey arenotneededor
the PSS .In the caseof a sener shutdavn, the plannerselectsa setof availablesenersout of theremaining
ones(basedon the load informationit hascollected)andtheninitiatesthe migrationof all the processes
to thenew senersby sendingam gr at e_al | messageThis sameprocedurds initiated alsoon explicit
demandf a systemadministratorwhenasener hasto be stoppedor maintenanceAdministratorsusethe
plannerto monitorandchangeadistributedPSServironment.

5 Experimental results

In this sectionwe discusghe implementatiorof the algorithmsin termsof bothtechnicaldetailsregarding
the concretedesigndecisionsandperformanceesults.



5.1 SystemConfiguration
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Figure3: Configurationsisedin theexperiments

The configurationsused a clusterof workstationsof differenttypesconnectedy a switchedEthernet,
resemblemary real ervironments. The concretemachinesnvolvedin the experimentarelisted in Table
4, andan overview of the configurationsusedis givenin Figure 3. In mostexperimentswe usedcon-
figurationA, in which the Sun4workstationswere runningthe workflow enginesandthe PCswere used
asdatabassenersrunningOracle8DBMS. Senersandclientswerelocatedon Sun4workstationsn the
standardexperiments.In orderto determinetheimpactof communicatioroverheadjn someexperiments
we usedconfigurationB, wheredatabasandsener arelocatedon the sameworkstation.Herewe usedthe
SunlO0workstationdor databasefOracle8)andseners. Finally, for the evaluationof mixed ervironments
consistingof relationalandobject-orientedlatabasesye usedconfiguratiorC with anObjectStorelatabase
locatedona SparclGener, andOracle8onaPC.

For all experimentswe usedthe sameprocesamodel consistingof 10 actiities, and with a process
imagesizeof about50 KB. For performanceeasonsthe clusteringfacilities of Oracle8wereusedin order
to grouptogetherelatedtuples.All significanttablesweregroupedn onehashedlusterwith theinstance
ID asclusterkey, ensuringhatthecomponent®f eachprocessmagearestorednext to eachothet

5.2 Baseline results: no backup

As baseline, we usethe performanceneasurement®r normalprocessessingconfigurationA. To study
theimpactof databassizeon navigationperformancethe measurementseremadewith avaryingnumber
of concurrentprocessinstancesvhich resultedin differentdatabasesizes. The processimageshad an
averagesize of 50 KB, which leadto databasesizesbetween500 KB and 50 MB. Figure 5 givesthe
average=xecutiontime for varioustypesof transactionsccuringduringnavigation. We distinguish between
threetransactiortypesusedin the seners: Procesdnstantiation (INST)involvescreatinga new copy of a
processtemplateand identifying thosetasksthat are immediatelyexecutable. Activity start (START)is
calledwheneerthe seneris notified thatanactivity hasstarted.It is the simplesttransactiortype, sinceit
only requireshe changeof the actiity’ sstatein the processmage.Activity termination(TERM)comprises
updatingthe terminatingactvity’ s stateand performingnavigation (evaluatingthe metaprogranm orderto
identify theactivities thathave becomeexecutable)andupdatingthe stateof the executableactiities. The
resultsshav that, above a certaindatabaseize,the time pertransactiorstaysalmostconstant.Databases
with sizesbelow this thresholdfit in mainmemory thusthereducedexecutiontime.

5.3 Backup basedon DBMS replication

The backupmechanisnimplementecbn top of Oracles replication,asexplainedabore, leadto anover
head with respecto the baseine, of approximatel\200% for processnstantiationbecausaew database



| Machinetype | Processor | Main memory | diskspace]
SPARCstationl0 | Model30 SuperSparc | 96 MB 322MB
SFARCstatiord Sparc60 Mhz 64 MB 667MB
Dell GXM 166 Intel Pentium166 Mhz | 32MB 80MB

Figure4: Themachinetypesusedin theexperiments
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Figure5: Time pertransactiorwithoutbackup

objectshave to beinsertedin the remotedatabaseandan encouraging0 % for the muchmorefrequent
navigationtransactiongfigure Figure 6). Theseresponseaimesareacceptablegspeciallyif we takeinto
accountthe absolutenumberswhich staybelow 4 secondgor processnstantiationandtakelessthan0.2
seconddor navigation. A strangebehaiour was obsered, however, in the caseof procesgermination,
wherethe processmagehasto be remored from the database.The costof remaving oneinstancegrev
constantlywith the databaseize,with anaveragedurationof 15 minuteswhen1000concurrenprocesses
existed. Thereasorfor this canpartly be explainedby Oracles row-basedchangepropagationwhereeach
changedupleis propagatedeparatelyo the remotesites. This doesnot, however, explain the reasorfor
thesignificantoverhead We believe thatthis is animplementatiorbug thatwill besolvedin futureversions
of theDBMS (we usedthevery earlyversion8.0.3). This particularpointaside we believe the otherresults
to berepresentatie. Froma practicalstandpoint, the currentbehaiour createssignificantproblemsn real
scenarios.Processsupportsystemamay executea large numberof processesAlthough currentsystems
tendto keepthe datafor completedorocesses the databasethe trendis to remove theseprocessefrom
theon-linedatabasandstorethemin a datawarehousédor analysis.Thisis oneof thereasonsvhy we use
separatstoragespace$AHSTI7]. In particularthehistoryspaceplaystherole of datawarehouséor com-
pletedprocessesothatthis datacanbe manipulatecandpre-processedithoutinterferingwith theon-line
operationof processebeingexecuted.In our systemwe automaticallyremorve aterminatedorocesgrom
theinstancespaceinto the history spaceby copyingit (if changebuffersareavailable,it will usethemto
avoid having to accesshe primary)andthendeletingit from theinstancespace.Obviously, this operation
canbecomeaquite expensieif the problempersists.

5.4 Semanticreplication, cold standby

To mirror actualworking conditions all experimentsvereconductedvith all senersactingbothasprimary
and backup,with processegvenly distributed betweenthe seners. In cold standbyconfigurationsthe
biggestsourceof overheads sendingthe changebuffer to the backupandwait until it is persistentlystored
in the database Figure 7 shaws the performanceof processnstancereplicationfor cold standbymode.
Theresultsshav thatthe cold standbymechanisnteadsto anoverheadwith respecto thebasdine, thatis
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Figure7: The performancef cold standbyusingsemantiaeplication

around65 % for smalldatabaseandfalls to 40 % if the databasasizegrows. Althoughthis overheadmay

seemcomparatiely large,in practiceit is almostnggligible sinceit representan overheadof betweerD.5

and0.3 seconddor startinga processandlessthan0.3 seconddor the othertwo operations.In systems
wherethereis humaninteractioninvolved, this delaywill beeasilymaskedy artifactssuchastheterminal

responséme. For scientificapplicationghis overheads moresignificantout still within acceptabléounds,
especiallywhenconsideringheadwantage®f having abackupstrateyy for bothfault-toleranceandprocess
migration.

Thedifferencedbetweersmallandlarge databasearisefrom thefactthatlocatingthe processmagesat
the primary getsincreasinglyexpensve asthe databasgrows while the costfor storingthe changebuffers
staysconstant. To analyzein more detail which operationsare performedand their contribution to the
overall overheadfigure 8.ashownstherelative costof the operationgnvolvedin thetransactiorfor alarge
databasevith 1000processesln the caseof cold standbyreadingthe objecttakesasmuchtime asin the
non-replicatedase.Theoverheads createcby theoperationselatedo thechangebuffer. Thisimpliesthat
with a moreefficient mechanisnfor changebuffer storagethe costpertransactiorcanbe furtherreduced.
It is questionablehowever, whetherthe performancegainwarrantshe addedcompleity. We arecurrently
exploring this topic in more detail but, given the resultsshown, cold standby as currentlyimplemented,
seemso beaviablebackupsolution.
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5.5 Semanticreplication, hot standby

The performancemeasuregor the hot standbymechanisnare shaovn in Figure 9. Due to the fact that
bothsitesneedto be synchronizegndthe changebuffer needgo be appliedatthe backup the overheads
largerthanin the cold standbyapproachlt is not, however, significantlylarger: for startingandterminating
actiities it is around90% for the large database Again, a comparatiely large figure, but still acceptable
sincethe actualtime requiredis about0.6 seconds As before,this lapseof time is easilymaskedn mary
applicationsdbecausehereareadditionaloperationdike the communicatiorwith the clients,actualization
of graphicaluserinterfacestransportof databetweenmachinesand start of applications that are quite
expensie andarelikely to betherealsourceof delaysin practice.Thecontribution of individual operations
to theoverall overheads shovnin Figure 8.b Notethatevenwith theoptimizationof applyingthechanges
atthebackupin parallel,thereis still the overheadf storingchangebufferstwice. In the caseof startinga
processthe overheads significantandit doesnot seemto be possibleto reduceit further Sincein areal
applicationit is theuserwho determinesvhich processearecritical andwhichimportant theoverheaccan
beassumedaspartof thecostof having a hot standbyconfigurationput alarge numberof critical processes
is likely to resultin performanceroblems Also notethatwe arestill within thefew second$ound,which
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5.6 Time to recoverfrom failur es

Thetimeto recover from senerfailureis shovnin Figure 10. Theaveragetime for recoseringoneprocess
wasbetweenl.2 and 1.3 seconds.This meansthat for a large databasevith 1000 processeshe overall
recosery time is about19 minutes,which leadsto anaverageunavailability of 9.5 minutessinceprocesses
areavailableassoonasthey arerecorered. The main costfactoris the installationof the processmage
in the databasewnhich requiresre-executingall original transactionsuy interpretingthe changebuffers.
While the time for recorery may seemvery long, it is within the boundsthat are tolerablein business
processrvironmentswvhereactiities areverylong. Moreover, it is similar to therecovery costin database
systems.The performancecanbe furtherimproved by recorering multiple processes parallel. Sinceno
dataconflictsbetweerprocessmagesexist, the degreeof parallelismfor procesgecoveryis boundonly by
processoperformancenddisk bandwidth.

Therecovery costfor critical processess dependenon the degreeof fault tolerancehata procesdas
to provide after a fail-over. If the processhasto staycritical, therecosery time is aslong asfor important
processessincea new backuphasto be electedandthe procesdhasto beinstalledin its databaseBecause
of this, normallyprocessiegradationis applied,i.e.,theprocessavailability is reducedevery time afailure
occurs.If it isreducedo important duringfailoveronly changebuffershave to bestoredthebackup which
leadsto a considerablemprovementof the recovery time while preservinghe processs availability. It is
possibleto promotea procesdo critical level againdynamicallyat a later pointin time. If the probability
of sener crashess moderategritical processesanbe downgradedo the normal availability level, which
meanghatthey will blockif theirnew primaryshouldfail. By usingthisschemetherecovery costis further
reduced.We give therecovery costfor bothvariantsof degradationin Figure 10. Note that,again,we did
not apply parallelrecovery of multiple processesWe planto integratemechanismsor parallelapplication
of changebuffers asa future optimization. The performanceof the recovery usingdegradationto normal
availability is especiallypromisingfor processmigrationfacilities. Migrating a processnvolvescreating
a backupcopy at the new location and then making this copy the working copy. With the performance
obtainedn our experimentsthis seemdike afeasibleapproach.
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5.7 Comparing the differ entapproaches

Figures 11.A, 11.B, and 11.C show the resultsfor the threedifferentoperationsin the four approaches
discussedno backup databaseeplication,cold standbyandhot standby Thefirst conclusiorto draw from
the comparisoris that high level backuphasaboutthe sameoverheadas backupstratgiesimplemented
over databaseeplication. Giventhe addedflexibility , this allows usto concludethat semantichackupis
not only feasiblebut also a good choicein a PSS.As discussedabove, the databaseapproachrequires
manualinterventionin caseof failuresin orderto switch from the primary to the backup. This, in mary
casesrendergheapproachunfeasibldn practice.ln addition,databasstratgiesonly work if thedatabase
platformis homogeneoushatis, the samedatabasés usedasprimaryandbackup.In somecasesit is even
requiredthat both primary andbackuprun on the sameoperatingsystem. Experienceshows thatthis is a
very limiting factor. Thisfacthasimportantimplications.SincecurrentcommerciaPSSdo not,in general,
incorporatebackupmechanismsi is possibleto usethe techniquesiescribedn this paperto extendtheir
functionalitywith abackupservicewithoutdegradingtheir performance.

5.8 Impact of serverlocation

In theexperimentsiescribedofar, thedatabaseenerswerelocatedonremotemachinesindeachdatabase
accesshad the additional cost of communicationbetweenthe PSSsener and the database. Sincethe
databaseccesseare by far the dominantfactorin the costof a transactionjt could be assumedhat by
reducingcommunicatiorcostthe overall overheadof replicationwould be reducedoo. To investigatehe
impactof communicatiorontheoverall performanceexperimentsveremadewith amodifiedconfiguration
thatplacedthe procesenginesandtheir databasesn the samemachine(Figure 3B). With this configura-
tion, PSSanddatabaseommunicatever the muchfastersharednemory Theresultsof theseexperiments
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(Figure 12) shaw, however, thatthe gainin performanceas very small, mainly becausé©BMS and PSS
have to sharethe sameprocessar(Notethatthe absolutenumbersshavn cannotbe comparedo theresults
of the otherexperimentsbecause¢he SUN10senersusedhereare slower thanthe PCsemployedin the
previous measurements.This smallimpactof communicatioroverheadgven whenusingcomparatrely
slow Ethernetconnectionsimplies that the generaldeploymentof a three-tierarchitecturewith database
andsener residingon differentnodesis feasiblefrom a performancepoint of view. This allows to extend
the proposedarchitecture without performancepenalties,to more generalschemesvherea sener uses
multiple, distributeddatabases orderto achieve a higherprocessingapacityandto furtherincreasehe
resilienceto failures. In suchan ervironment,a processngineis operationakvenif someof its databases
fail. While in the caseof a databasdailure, someprocessewvill have to betakenover by the backup,the
otherprocessesancontinuenavigationandthesener staysaccessibléor thestartof new processnstances
which arestoredin the remainingdatabasesAnotherpromisingoptionis the shareduseof databaseby
multiple seners. This allows, if a PSSsener fails, for quick fail-over by startinga new sener procesona
runningmachineandconnectingt to thestill accessiblelatabasef thefailed sener.

5.9 Heterogeneougrnvironments

An importantchallengewvhenintroducinga PSSis to integrateall pre-&isting systemsMost currentcom-
mercial PSSrequirea specificDBMS that hasto be boughtandinstalledin additionto the processervi-
ronmentitself. Oneof our goalsin the overall designwasto avoid suchrestrictions.In orderto studythe
behaior of the systemwhenheterogeneoudatabaseare used,we configureda system(Figure 3.C)with
senersusingboth anobject-orientedlatabas@ngine(ObjectStoreanda relationalengine(Oracle8).The
senersworkedaccordingto the usualschemeywith the object-orientediatabaseactingasbackupfor the
relationalonesandvice-versa.Dueto spacdimitationswe presentiereonly theresultsfor thecold-standby
backupalgorithms(Figure 13). The performanceof the ObjectStore-basesener (a) wasslightly better
thanthat of therelationalone (b), dueto the more efficient cachingmechanismé provides. ObjectStore
hasa page-sersr architecturevherea cachemanageprocessat eachclient machinemaintainsa pool of
cacheddatabasgages.This improvesperformancespeciallyfor applicationsvhereno concurrenticcess
from multiple sitestakesplace. In contrastto this, in the Oracle-basedmplementationeachprocesshad
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to be fetchedfrom the sener prior to navigation. We expectthatwith the implementatiorof a client-side

cachethe performanceof the systemsawill becomesimilar. Notethatthe performanceof the Oracle-based
senerwasbetterherethanin thehomogeneousrvironmentbecaus®f thefasterapplicationof thechange

buffersatthe (ObjectStore-basedhackup.

Our experimentsvith the heterogeneousnvironmentareencouragin@ndshow thatdatabaséndepen-
dencecanbe achieved with acceptabl@verheads Anotherimportantpoint is that semantiaeplicationof
thetypeusedin our backupstratgjiesprovidesanefficient way of introducingreplicationmechanismto
systemghathave no built-in replicationsupport(like ObjectStorepr only offer asynchronouseplication
(like mostcommerciakelationalDBMS).

6 Conclusions

We have presentechn architecturefor implementinghighly available processsupportsystemsbasedon
clustersof cooperatingsenersandon semantidbackupmechanismsWe have consideredseveral possible
solutionsin thecontext of processupportsystemsandshovn how solutionshasedn commerciaproducts,
eitheron backuptools or on replicationengines suffer from a numberof dravbacks. For instance using
databaseeplicationmechanismsestrictsthe configuratiorto usethe sametype of databasen all seners.
Furthermoresincethe backupstratgy needsto be 2-safe,the choiceof databasenginesis restrictedto
thoseproviding synchronouseplication,which, to our knowledge,is currentlyonly Oracle. In addition,
changingthe structureof a replicatedervironmentin the caseof fail-over is a costly operationthat cannot
be automatedompletelyandinvolveshumanintervention,therebyincurringalong delaybeforeprocesses
canresumesxecution.

For thesereasonswe have proposedan alternatve solutionbasedon usingsemanticknowledgeabout
theapplicationevel, whichallowsto developabackupsystenthatis database-independeatdflexible. Our
experimentsshow thatthe approachs feasibleandincursin very low overheadsln addition,the solution
proposeds comparatrely fast whenfail-over takesplace. The backupmechanisnwasalso extendedto
allow processnigrationduringruntime,anissuewe expectwill play a significantrole in the scalabilityof
futuresystems.

Theresultsareencouragingndshow afeasibletechniqueo achieve availability in thespecificdomain
of processsupportsystems.The principlespresentedctan alsobe seenin a wider contet. For instance,
asaway to provide backupor replicationservicesin ervironmentswherethe databaseenginedoesnot
provide suchservices.Also, the accesgatternobseredin a PSSis quite differentfrom thatconsideredn
traditionaldatabasapplications.NeitherOLTP (shorttransactionssmall setof changeshor OLAP (long
transactiongnainly readoperationsgharacterizéheaccespatternsof aprocessupporisystemwhichcan
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becharacterizedsonlineobjectmanipulation.Theworkin this papercanthusbeseerasafirst steptowards
gainingabetterunderstandingf suchapplicationsand,ultimately, establishinga new classof benchmarks.
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